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AyTeHTHpHUKAIHS

bezonacnocts nHpopManun

I'ocynapcTBenHas
nH(pOPMALMOHHAS CHCTEMa

Hoctyn k uHpopMauu
JocTynmHOCTh

3amuTa nHpOopMaIun
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas nHGoOpMaLus

Nnentuduxanus

WNupopmanronnas cucrema

WHdopmanroHHbIe pecypehl

WNudopmannoHHsle
TEXHOJIOTUU

WNudopmanus

KonTponupyemas 30Ha

KonduaenmmanpHOCTH

O6paboTka nepcoHaIbHBIX
JAHHBIX

TEPMHWHBI U OITPEJAEJIEHUA

JleiicTBuss 1O MpOBEpKE TMOMJIMHHOCTH CyOBEKTa JIOCTyIa
B UH(OPMALIMOHHON cUCTEME

CocrosiHMEe  3aIIMIIEHHOCTH  MH(POpPMALUH,  IPU KOTOPOM
o0ecrieueHbl ee KOH(HIEHIIMATIbHOCTb, JOCTYITHOCTh
U LIEJIOCTHOCTD

HNudopmannoHHas cucTema, co3jlaBaeMas B ILENX peaau3aluu
IIOJIHOMOYUI roCy/1apCTBEHHBIX OpraHoB
u obecrieueHus: oOMeHa HHpopMaIeld MeXAy STUMH OpraHaMu, a
TaKXe B MHBIX YCTAHOBJIEHHBIX (heZiepalbHbIMU 3aKOHAMU LIEJISX
Bo3MoKHOCTB MoTydeHust HHQOPMAIMH U €€ NCIOIb30BAHMUS
CocrosiHe UMH(pOpPMALUHU, XapaKTEepU3yeMoe CHOCOOHOCTBIO
TEXHUYECKUX  CPEACTB W  MH(POPMALMOHHBIX  TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHbIM JOCTYH K HH(pOpMauu
CyOBEKTOB, UIMEIOMIMX HA ATO TOJTHOMOYHS

3ammra wuH(pOpMAIMM, HampaBieHHas Ha IpeJOTBpalleHHE
MOJIy4YEHHUsl 3alluiiaeMold HHQOpMalUKM  3aMHTEPECOBAHHBIMU
CyObeKTaMu C HapylIEHHUEM YCTAaHOBJIEHHBIX HOPMaTUBHBIMU
U TPaBOBBIMU  JIOKYMEHTaMM (aKTamMH) WIH 00JafaTensiMu
uHpOpMallMM IpaB WIM TMpaBWJ pa3rpaHUYEHHs JIOCTYIA
K 3alIMIaeMoil nHpopMaIuu

I/IH(bOpMaLII/IH, ABJIAOIIAsACA npeaMEcTOM COOCTBEHHOCTHU
u nmoJuicxKamias 3alluTe B COOTBETCTBHUU C Tpe6OBaHI/I$IMI/I ITPaBOBBLIX
JAOKYMCHTOB U1 Tpe60BaHI/I${MI/I, YCTaHAaBJIMBACMbIMU

COOCTBEHHUKOM HH(OpMAaIIH

[TpucBoenue cyObekTaM U 0OBEKTaM JOCTYIA UIACHTH(PHUKATOpPA U
(W) cpaBHEHUE MPEIBSABIIEMOTro HACHTHU(UKATOpPA C MEpEeUHEM
IPUCBOCHHBIX HJIEHTU()UKATOPOB

CoBOKYNHOCTh cojiepikalieiicss B 0a3ax JaHHBIX WHGOpMaLUU
U obecreunBaronX ee 00paboTKy MH(OPMAIIMOHHBIX TEXHOJIOTHHA
Y TEXHHUYECKUX CPEICTB

OTtnenbHbIE JOKYMEHTBI U OT/AEIbHbIE MAaCCUBBI JIOKYMEHTOB,
JOKYMEHTBI W MacCHUBBl  JOKYMEHTOB,  COJIEpIKaIluecs
B MH(OPMAILIMOHHBIX cUCTeMax (Ombnmmorekax, apxuBax, (poHmax,
0aHKax JaHHbBIX, MH()OPMAIIMOHHBIX CUCTEMaX JPYTUX BUIOB)
[Tpomeccel, MeTonapl MOHMCKa, cOopa, XpaHeHus, 0OpabOTKH,
MPEIOCTABIICHUS, PACTIPOCTPAHCHUSI HMHPOPMAIMK W CIOCOOBI
OCYILIECTBIICHHS TAKUX MPOLECCOB U METOJIOB

Csenenus (coobmenust, JIaHHBIE) HE3aBUCUMO
oT (hOpMBI UX TIPEICTABICHHUS
[TpocTpancTBO (TeppuTopus, 3/aHuE, 4acTh 3/1aHMUs),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJHpyeMoe NpeObIBaHUE JIHII, He
HMCIONIUX ITOCTOSAHHOI'O WM Pa3oBOro AJOITyCKa, W IIOCTOPOHHHUX
TPAHCHOPTHBIX CPEACTB

OO6s3aTenbHOE ISl BBIMOJHEHUS JIMIOM, MOJYYUBIIMM JOCTYI K
omnpeneneHHod nHpopMalyy, TpeOoBaHHWE HE IepefaBaTh TaKylo
nH(pOpMaLIKIO TPETHUM JIHIaM 0e3 corjacus ee o0aaaaresns
JleiicTBus (onepanun) ¢ nepcoHaIbHBIMU JaHHBIMH, BKJIIOYask cOop,
CHCTEMaTH3AIIHIO, HaKOIJICHHE, XpaHeHue, YTOYHEHHE
(oOHOBIIEHHE, W3MEHEHHE), MCIIOJIb30BaHUE, PACHPOCTPaHEHUE
(BTOM uymcne mepenady), oOe3NIWYMBAaHHME, OJIOKMPOBAHHE,
YHUYTOKCHHUC IICPCOHAJIBHBIX JaHHBIX



Oneparop

HepCOHaJ'IBHBIG JaHHBIC

VYrpo3a Ge3omacHocT!
uHpopMauu

VAI3BUMOCTE

LlenoctHOCTH

TpXIAHUH  WIA  IOPUIMYECKOE  JIULO,  OCYIIECTBISIOLINE
NEeSITeIbHOCTh IO OKCIUTyaTallud HH()OPMAIMOHHOW CHUCTEMBI,
B TOM 4ucie 1o o0paboTke wuHpOpMaNUM, CoaepKamencs
B ee 0a3ax JaHHBIX

Jltobas wundopmanusi, OTHOCSAMIAsCS K MPSAMO HIM KOCBEHHO
OTIpeNIeIICHHOMY MJIH OTpeAesieMoMy (PU3NIECKOMY JIUILY
COBOKYMHOCTh yCIOBHM U (PaKTOPOB, CO3/IAIOIIUX MTOTCHIIMAIBHYIO
WIH peanbHO CYILLECTBYIOILYIO
OMACHOCTb, CBS3aHHYIO c yTEeUKOI uH(popManuu
W/WIM HECAaHKIIMOHUPOBAHHBIMU ~ W/WIIM  HEIpeIHaMEpPEHHBIMU
BO3JICUCTBUSIMH Ha HEe

Henocrarok (cmabocTh) MPOTPAMMHOT'O
(MpOrpaMMHO-TEXHHUYECKOT0) CpeACTBa WM HH()OPMAITMOHHON
CUCTEMBI B IIEJIOM, KOTOPBINA (KOTOpast) MOKET ObITh MCIOJIb30BaHA
JUIS peann3anuu yrpo3 6e30macHocTy HH(popMaIu

YcrolunBocTh  MHPOpPMAMM K HECAaHKIHUOHHPOBAHHOMY
WIN CIIy4aifHOMY BO3JICHCTBHIO Ha HEe B Ipolecce 00paboTKu
TEXHUYECKUMHU CPEJICTBAMH, PE3YJIBTaTOM KOTOPOTO MOKET OBbITh
YHUYTOXCHUE U UCKAXCHUE UHPOPMALIUU



I'OCT PO
IMonutnka

I'BOY mkona Ne 555
«bemoropee»

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAILIEHU A

I'ocynapcrBennslii crannapt Poccuiickon @enepannuu

[Tonutuka wuHoOpManroHHONM Oe3onmacHocTH ['OCynapcTBEHHOTO
OIOJDKETHOTO  00IIe00pa30BaTENbHOTO  YUPESKACHUS  CPEIHS
obmeobpazoBarenbHas mkoja Ne 555 ¢ yriayOJeHHBIM H3Y4YeHHEM
aHrnuiickoro sssika «bemoropbe» Ilpumopckoro paiiona CaHKT-
[TerepOypra

TlocynapcTBeHHOE OFOIKETHOE 00IIE00pa30BaTEIBLHOE YUPESKICHUE
cpenssisi obmieoOpa3zoBarenbHas mkojga Ne 555 ¢ yrimyGiaeHHBIM
W3YYEHUEM aHTJIMUCKOTO sA3bIKa «benoropbe» [Ipumopckoro paiiona
Cankr-IlerepOypra

®denepanpHas ciayx0a 6e3onacHocTy Poccuiickoit denepanun
®denepanibHas CTyx)0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTEO



1 OBIIME IMOJIOKEHUSA

Hacrosimas [lonutrka sBisieTcst JOKYMEHTOM, OIPEAEISAIONINM HAPaBICHUS IS TEIbHOCTH
B obOmactu obecrieueHuss HWHGPOPMAIMOHHONH  0€30MacHOCTH M MPEACTABIIET  CO0Oit
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIeH U 3a/1a4 HHPOPMALMOHHON 0€30MacHOCTH, KaK OHO WIIN
HECKOJIBKO TMpPaBWJI, MPOLENYp, MPAKTUYECKUX MPHUEMOB U PYKOBOISALINX MPHUHIIMIIOB, KOTOPHIMU
pykoBoactByercst ' BOY mikona Ne 555 «benoropbey, a Takke opraHu3allMOHHBIX, TEXHOJIOTUYECKUX
U IPOLEAYPHBIX aCIIEKTOB o0ecreueHus: HHHOPMAaLMOHHON OE301MaCHOCTH.

[Tonoxxenuss  Hactosmier  [lonmuTukm  HE  pacmpocTpaHSIOTCS Ha — obOecriedyeHue
nH(OPMaLMOHHON 6€30MaCHOCTH CBEICHH, COCTABISAIONINX TOCYAAPCTBEHHYIO TalHY.

OcHoBHOI 3amaueid B obOnactu mHpopmanuoHHoi Oe3zomacHocT ['BOY mkoma Ne 555
«benoropbe» MpU3HAET COBEPIICHCTBOBAHWE MEP M CPEICTB OOECIICUCHUs 3alIUThl HHPOPMAIHH
nHpopmanmoHHeix pecypcoB ['BOY mkoma Ne 555 «bemoropre» B KOHTEKCTE pPa3BHTHS
3akoHonaTenbcTBa Poccuiickoii  ®exepaurd W HOPM  PErYIMpPOBaHUS WH(POPMALMOHHOM
JESTENIbHOCTH B TEKYIIMX YCIOBHUAX (DYyHKIMOHUPOBAHUS HHPOPMAIIMOHHOTO TTOJIS.

[Tpu pa3pabotke [TOMUTHKN YYIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3MAHUS CUCTEM 3alTUTHI
uH(pOpMallK,  XapaKTePUCTUKA W  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(pOpPMAIIHH.

B pamkax cBoeit pearensHoctTu ['BOY mkoma No 555 «benoropse» o006s3yercs
NPEIIPUHAMATh BCE BO3MOXHBIC MEpBI IS 3allMThl HHQOpMAamMH OT Yyrpo3 Oe30MacHOCTH
uHpopmanuu.

TpeboBanust nHGOPMAITIOHHON OE€30MACHOCTH, COOTBETCTBYIOT LIEJSIM AesitenbHOCcTH [ BOY
mikona Ne 555 «benoropse» u npeaHazHAUYEHbI JUIsl CHUKEHHUS! PUCKOB, CBSI3aHHBIX C peanu3aluei
yrpo3 6e30MacHOCTH WH(POPMAIIHH.

[Tonutuka nocrynna Bcem paboTHukam [IKobI M BceM MoIb30BaTeNsIM €T0 PeCypCcoB.

2 IEJIA U 3AJIAYM OBECIIEYEHHU S TH®OPMAIIMOHHOM BE30OIMACHOCTH

Cy0bexTbl HHPOPMANMOHHBINH OTHOIICHU

CyOnektamu mipu oOecriedeHun uHbopmarmonHon 6e3onacHoct B 'BOY mkoma Ne 555
«benoropbe» ABIAIOTCA:

pabOTHUKHU CTPYKTYPHBIX MOAPA3ACICHU (B TOM YHCII€ YBOJICHHBIE);

rpaxjaHe, padoTaromue o J0roBopam rpax/aaHCKO-IIPaBOBOrO XapakTepa;

¢busnueckue M, NPEICTAaBUTENNM KOHTPAareHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00s13aTENILCTB;

dbusndeckue nuia, nojasiue odpamierue B aapec ' bOY mkona Ne 555 «benoropsey;

IOpUJINYECKHE JIMIA, B PAMKax HCIIOJIHEHHs JIOTOBOPHBIX 00s3aTeIbCTB WM BO MCIIOJHEHUU
TpebOBaHMl CO CTOPOHBI 3aKOHOATENbCTBA Poccuiickoit deaepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0beKTh HHPOPMALMOHHBIX OTHOIICHU

Oo6bexramu HH(OPMAITMOHHBIX OTHOIICHUN SBISIFOTCA:

uHpopmannonusle pecypcsl 'bOY mikona Ne 555 «benoropeey;

rocyJapcTBEHHble ~ MH(pOpMalMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCS
I'bOY mikona Ne 555 «benmoropeey;

nporeccel 00paboTku HHpopMalu B HH(MOpMaMOHHBIX cuctemMax ['BOY mkoma Ne 555
«benoropnre», MHMOpPMALMOHHBIE TEXHOJOTHH, PErJIaMEHThl M Mpoueaypbl cOopa, o0pabOTKH,
XpaHEeHUs U Tepelaud HHPOpMaLuy;

uH(popMallMOHHAsT WH(QPACTPyKTypa, BKIIOYAIOIIAs CUCTEMbl OOpaOOTKH, XpaHEHHUS
U aHajM3a UH(OpMAIMK, TPOrpaMMHBIE U IIPOTPaMMHO-aIIapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAIIbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIllIUThl UHPOPMALIUU, OOBEKTHI U TOMEIEHHS, B KOTOPBIX pa3MeleHbI
cpenacTBa 00pabOTKU HHPOPMAIIHH.

Hean obecneyennst UHPOPMANMOHHOI 0€30NIACHOCTH

OcHoBHOHM TIenbI0 OOecmneueHust wHGopManuonHoi Oe3zonmacHocTd ['BOY mkoma Ne 555
«benmoropre»  ABNAIOTCS  JEMCTBUS  HANpaBleHbBl HA  JOCTIDKEHHE  3aIIUTBl  CYOBEKTOB
MH(POPMALIMOHHBIX OTHOIIEHUH OT BO3MOXKHOTO HAHECEHUS UM MAaTepUaIbHOr0, (U3UYECKOro,



MOpPaJIbHOTO WJIM MHOTO ylep0a, MOCpeCTBOM CIy4alHOr0 MM MPEeAHAMEPEHHOI0 BO3ACHCTBHS Ha
UH(OPMALIKIO, B TOM YHUCIIE!

obecrieueHus OTKa30yCTOMYUBOTO (yHKIIMOHUPOBAHUS IIPOrPaMMHBIX
1 anmnapatHo-tiporpammHubix cpeactB 'BOY mkona Ne 555 «benoropse» M mpegocTaBisieMbIX
CEPBHCOB;

COOJIIOJIEHHsI IPABOBOIO PEXHMMa HCIOJIb30BaHUS MAaCCHBOB U CpEACTB  00pabOTKH
uHpOpMaLnu;

IPEJOTBPALICHNUs pealu3alud yYrpo3 0e30macHOCTH HMHGOPMAlMM HpU  OCYLIECTBICHUU
nesitenibHOCTH ['BOY mikona Ne 555 «benoropsey.

3anauu odecneyeHuss HHPOPMAINUOHHOMN 0€30MACHOCTH

Joctmwkenue neneii odbecrieueHnst MHGOPMAIIMOHHONH 0E€30MaCHOCTH M CBOMCTB MH(OpMALIUH,
I'BOY mkona Ne 555 «benoropbe» pemaercs cleyrouuMuy 3a1a4aMu.

3alIUThl OT HECAaHKIIMOHUPOBAHHOTO JOCTYINA K MH()OPMAIIMOHHBIM PECypCaM;

pasrpaHUYEeHUs JOCTYNA MOJIb30BaTesIel K MHPOPMALMOHHBIM, allllapaTHbIM, IPOTrPaMMHBIM
U UHBIM pecypcaM;

perucTpalMy M MEepUOJUYECKOro KOHTpOJIA JEHCTBHM mojb3oBareneil mnpu oOpaboTke
3anuIaeMoi nHdopMay U NepUOJUUYECKUI KOHTPOJIb KOPPEKTHOCTU UX ACHCTBUIA;

KOHTPOJISI LIEJIOCTHOCTH CpEAbl HUCIIOJHEHHMsS IPOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyIICHHUS;

o0OecrieueHHs ayTeHTU(UKAMM U UACHTU(UKAIMM  [10JIb30BATENEeH,  y4acTBYIOIIUX
B HH(OpPMAITMOHHOM OOMEHE;

o0ecrnieueHus UCIIPABHOCTHU IPUMEHSEMBIX B UH(POPMALIMOHHBIX CUCTEMAaX
['BOY mikomna Ne 555 «benoropbe» cpeacTB 3aIuThl HHGOPMAIUY;

CBOECBPEMEHHOTO BBISIBJICHHE HMCTOYHHUKOB Yrpo3 0Oe30macHOCTH WHQPOPMALUHU, TPHIUH
U YCIOBMH, CIOCOOCTBYIOIIMX  HAHECEHUIO  yiiepOa  3aMHTEPECOBAaHHBIM  CyOBEKTam
MH(OPMaLIMOHHBIX OTHOLIEHUI;

CO3JIaHUEM CJIy’KObl MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl 0€30MaCHOCTH HMH(POpMaLUU
Y HeTaTUBHBIE MTOCIIE/ICTBUS,;

CO3JIaHMEM YCIIOBHMH JUIsi MUHUMHU3AI[MM HAHOCUMOTO yIliepOa HelpaBOMEPHBIMH JIeHCTBUAMH,
U yCTpaHEHME IMOCIeICTBUI HapylieHuss uHpopMmannoHHoi 6e3zomacHoctd B 'BOY mikona Ne 555
«benoropsey.

Pemenue Boimenepeuncnenubix 3a1a4d B [BOY mkona Ne 555 «benmoropse» ocymiecTBisieTcs
MOCPEACTBOM:

yuyeTa Bcex MOAJIeKaINX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAIMPOBAHUS JEMCTBUM IepcoHalia, OCYIIECTBIISIOMIEr0 00CIyKUBaHUE U MOIU(DUKAIIHIO
IPOTPaMMHBIX M ITPOrPaMMHO-AIAPATHBIX CPEJICTB MH(YOPMAIIMOHHBIX CUCTEM;

periaamMeHTaluu nporeccoB o0padboTku nHpopmanuu, aeicteuil padotHrkoB ['BOY mikona Ne
555 «benoropbe», OCYIIECTBISIIONIUX AKCILTyaTallMIO MPOrPaMMHBIX W MPOrPaMMHO-ANapaTHBIX
CPEJICTB, HA OCHOBE YTBEPXKIECHHBIX OPraHU3allMOHHO-PACIOPAIUTENBHBIX JOKYMEHTOB IO 3aIlUTE
uH(popMaluuy,

Ha3HAa4YeHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPTraHU3aIMIO U OCYILIECTBICHHUE
MeponpusaTHi 1o obecneueHuto HHpopmanmonHoi Oe3omacHoctH B ['BOY mkoma Ne 555
«bemoropeey;

HaJIeJIeHUsl KaXJ0ro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMM TpaBamMH INpu pabote
B MH(OPMALIMOHHON UHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00S13aHHOCTSIM;

coOiroieHHsI BceMU pabOTHUKAMU, 3KCIUTYaTUPYIOIIUMU M 00CTYKUBAIOLIUMHU NPOTrPaMMHbIE
U NporpaMMHO-anmapaTHble  CpelICcTBa, TPeOOBAHMN  OpPraHU3ALMOHHO-PACHTOPAIUTENBHBIX
JIOKYMEHTOB I10 BOIIpocaM obecrieueHus: HHHOpMaIIMOHHON 0€3011acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)JIOT0 Pa0OTHHKA 332 CBOM JCWCTBUS, yJacCTBYIOILETO
B paMKaxX CBOUX ()YHKIIMOHAJIBHBIX 00S3aHHOCTEH B Mpolleccax aBTOMATU3MPOBAHHOM 00pabOTKH
MH(POPMALIMU ¥ UMEIOIIET0 AOCTYI K pecypcaM MH()OPMAIIMOHHBIX CUCTEM;

peanu3anueil TEXHOJOTHYECKUX TMPOIECCOB 00pabOTKM HWHOOpPMAIMU C HCIOJIb30BAaHUEM
KOMILIEKCOB ~ OPraHM3allMOHHO-TEXHWYECKMX ME€p  3allUThl [POrpaMMHOro  obecredeHus,
IIPOrPaMMHO-aINIAPaTHBIX CPENICTB;



IPUHATHS MEp 10 00ecTedeHn o (PU3NIECKOM 1EJIOCTHOCTH MPOTrPaMMHO-AIIapaTHbBIX CPEICTB
UH(POPMALIMOHHBIX CHCTEM U MOIep )KaHuEeM HE00XO0AUMOT0 YPOBHS 3alUIIIEHHOCTH KOMIIOHEHTOB;

UCTIOJIb30BaHUSl MIPOTPAMMHBIX U MPOrPAaMMHO-ANIAPATHBIX CPEACTB 3aIUTHl WH(GOpMAIUU
obOpabarbiBaeMoM B I'BOY mkonma Ne 555 «benoropbe» M aaMHHUCTPATHBHON IOAJCPKKOW HX
UCIIOJIb30BaHUS,

KOHTPOJISL ~ COOJIOACHUS  IOJIb30BATENSIMH  HMH(MOPMAIIMOHHBIX ~ CHUCTEM  TpeOOoBaHMU
1o 00ecreyeHNI0 NHPOPMAITMOHHOM 6€301IaCHOCTH;

npoBeeHus aHanu3a 3 (HEKTUBHOCTH MPUHATHIX Mep 3aIUThl HH(OPMAIMHA ¥ TPUMEHIEMbIX
cpeacTB 3aumThl nHpopmanuu B Komurer;,

pa3paboTKW ¥ peanu3alii MPeUIOKEHUH 10 COBEPUICHCTBOBAHUIO CHUCTEM 3aIIUTHI
unpopmanuu B 'BOY mkona Ne 555 «benoropbe».

3 NPUHIOMUIIBI OBECIEYEHUS TH®OPMAIIMOHHOM BE3OINACHOCTHU

Obecneuenne nHGOPMAITMOHHONH 0E30MaCHOCTH, JOJDKHO OCYIIECTBISITHCS B COOTBETCTBHUU
CO CJIENYIOUIMMHU OCHOBHBIMU IIPUHIIAIIAMU:

IIpuHIMD 3aKOHHOCTH

[Tpu BBIOOpE MeponpuATHi MO 3amMTe WH(GOPMALMHU, JODKHO COONIIOaThes JIEHCTBYIOIIEEe
3akoHozaTenbcTBO Poccuiickoit denepanuu B chepe 3auThl HHGOPMaLIUU.

Bce pabGoTHHKHM TOJKHBI UMETh MpEACTaBlIeHUE 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYLICHHUS
B cepe 3ammThl nHGopManuu. [IporpammHo-anmaparHsie cpencTsa, npuMensiemsie B [ BOY mkomna
Ne 555 «benoropse», 10IKHBI UMETh COOTBETCTBYIOIINE JHUIIEH3UH, OQUIIUATIBHO TPHOOPETATHCS Y
npecTaBuTeNel pa3padOTINKOB 3TUX CPEJICTB WIH SBIATHCS WHTEIUICKTYaIbHOW COOCTBEHHOCTHIO
I'BOY mkona Ne 555 «benoropbey.

IIpuHUUD cucTeMHOCTH

[Tpu co3manum cUCTEMbI 3aIIUTHI JOJDKHBI YUUTBHIBATHCS aKTyalbHbIE YTpo3bl 0€30IaCHOCTH
UHPOpPMAaLUK, BO3MOXKHBIE OOBEKTHI W HAIpPABJICHUS aTaKk Ha HEE CO CTOPOHBI HAPYIIUTEINICH.
Cucrema 3a1uThl JOJDKHA CTPOUTHCS C YU€TOM HE TOJIBKO U3BECTHBIX KaHAJIOB YTEUKH MHPOpMaLUH,
HO U C YYETOM BO3MOKHOCTH IOSIBJIEHUS] HOBBIX YSI3BUMOCTEH B MpOrpaMMHOM 00€CIIEYEHHUH.

IpyuHIMI KOMIIEKCHOCTH

KommuiekcHoe uCnoib30BaHUE CPEACTB 3alllUThl MHPOPMAILMK MPEAINOIaraeT CorjJacoBaHHOE
IIPUMEHEHHNE NIPU NTOCTPOCHUH LIEJIOCTHON CHCTEMBI 3allUThI, IEPEKPHIBAIOIIEN BCE CYIIECTBEHHbIE
yrpo3bl 0e30MmacHOCTH WHGpOpMAaIHK. 3alluTa JA0HKHA CTPOUTHCS SIIETOHUpPOBaHO. Dusnueckas
3alUTa JOJKHA 00ecneunBaThesl (PU3MUECKUMH CPECTBAMU M OpPraHU3allMOHHBIMH MEpaMHu.

[Tpu mocTpoeHnu, BHEPEHNUN U SKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMAaLMK PYKOBOJICTBO
I'BOY mkoma Ne 555 «benoropbe» oOecnieuuBaer ycioBust i 3(pQeKTUBHOM KoOpaMHALMU
JIEWCTBUI BCEX JUI, 00ECMIEYNBAIOIMNX HHDOPMAITMOHHYIO 0€30MMacCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cucremsbl 3anUThl HHPOPMAIUU JTOJKHA BECTUCH MapajlieIbHO C pa3paboTKOM
U HUHQOpPMAaMOHHOW  cHCTEMBl. OTO TO3BOJMT y4yecTb TpeOoBaHUS  0€30MacCHOCTH
IpU MPOEKTUPOBAHUM AapXUTEKTYphl M, B KOHEYHOM cyeTe, co3aarh Oosee 3¢ eKTUBHbIE
UH(OPMALIMOHHBIE CUCTEMBI, 00JIaJIal0IIUe TOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.

IIpuHIUN NpeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAaHHME MEp U CPEACTB 3alIUThl HMH(OPMAIMM HAa OCHOBE
IIPEEMCTBEHHOCTH OpPTaHU3AlMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJApOBOr0 COCTaBa, aHalIM3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM U CHCTEMbI €€ 3allUThl C y4eTOM H3MEHEHUH
B MeETOJaX M CpelacTBax IepexBara HHQOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUN IO 3aliuTe
UHpOpMaLINH.

IpuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha obecrieyeHre MH(YOPMAITMOHHON 0€301MacCHOCTH U LIEHHOCTH
MH(OPMaLIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pa3riiallleHus], yHUUTOKEHUS
U UCKaxeHus. Vcnosbp3dyemble Mepbl M CpPEACTBA 3allUThl MHGOpMAIMM HE JOJDKHBI YXYALIAaTh
9PrOHOMHMYECKHE MOKA3aTeIN KOMIIOHEHTOB HH(POPMALIMOHHBIX CHCTEM.

IIpuHIUN OTBETCTBEHHOCTH



Bo3noxeHnue oTBEeTCTBEHHOCTH 3a o0ecrieueHne 0e30macHoCcTH HHPOpMaIiK U €€ 00paboTKH
Ha KaXJI0ro pabOTHHKA B Mpelenax ero MOJHOMOYHHA. B COOTBETCTBHH C STUM MPHUHIUIIOM
pacmpeneneHrie mpaB W 00sS3aHHOCTEW PAOOTHHUKOB CTPOMTCS TaKMM 00pa3oM, YTOOBI B Ciydae
JTr000T0 HapyIIEHUs ObLT HU3BECTEH HAPYLIUTENb.

IpyuHUKMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WudopMalinoHHbIe TEXHOJIOTHH, TPOTrPAMMHBIC U IIPOTPAMMHO-ANTAPATHBIC CPEACTBA, MEPHI
3alUThl UHGOPMAIUU JIOJDKHBI OBITH peaqr30BaHbl MO COBPEMEHHBIM PEIICHUSM, OOOCHOBAHBI
C TOYKH 3PEHUS JOCTHKCHHSI 33JaHHOTO YPOBHS 3AIUIICHHOCTH WHPOPMAIUN U IKOHOMUYECKOU
1[eJeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBAaTh YCTAaHOBJIEHHBIM HOpMaMm U TpeOOBaHUSIM
1o 6e30macHOCTH HH(POPMAIIUH.

IpuHuun npogeccuonaanzma

Peanuzamus Mep 3ammuThl MHQOpPMAIMM M SKCIUTyaTallMsl CPEICTB 3allUThl HMH(OpMAaLUU
JIOJIKHA OCYIIECTBIATHCS MPOPECCHOHATBHBIMU CIICIIHATUCTAMH.

[TpuBreyeHne crenuaIn3UPOBAHHBIX OPraHU3AlMNA K pa3paboTKe CPEACTB U peau3aluud Mep
3aMUThl HHPOPMAIINH, MOATOTOBIEHHBIX K KOHKPETHOMY BHAY JCATEIBHOCTH IO OOECIICUEHUIO
0e30macHOCTH HH(OPMAIMOHHBIX PECYPCOB, HMEIOIIUX OMBIT MPAKTUYECKON paboThl U TUIICH3UHN Ha
IPaBO OKa3aHUs YCIIYT B 3TOH 00JacTu.

[IpuHUKMN MUHUMU3AIUH TPUBUJIETHIl MOIb30BaTe el

OOGecnieyeHue Moab30BaTeNeH MPUBMWICTUIMH MUHUMAJIBHO JTIOCTaTOYHBIMU JIJIs1 BBITIOJHEHUS
MMH CBOUX JIOJDKHOCTHBIX 00si3aHHOCTeH B ' BOY mikona Ne 555 «bemoropney.

4  OCHOBHBIE TPEBOBAHUA 110 3AIIUTE UHO®OPMALIUHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammuThl MH(pOpMaLMU JODKHA IPEAyCMaTpuBaTh KOMIUIEKC OpPIraHHU3allMOHHBIX,
IPOTrPaMMHBIX U MPOTrPaMMHO-AMMAPATHBIX CPEACTB U Mep IO 3aluTe MH(pOpMaIMK B IIpoLecce
ee 00paboTKH.

Beinonnenue tpeGoBaHUM AOCTUraeTcs 3a CUET pealu3allMy Ha o0beKTax MH(opMaTH3aLUU
Mep MO 3aluTe HHPOPMAIIIH:

UJCHTUPUKALMY U ayTEeHTU(DUKALIMY CYyObEKTOB JIOCTYNA U 0OBEKTOB JIOCTYTIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JJOCTYNA K 00bEKTaM JI0CTYyIIa;

OTpaHUYEHUIO IPOIPAMMHOI Cpeabl;

3alllMTe MAIIMHHBIX HOCUTENEH MEPCOHANBHBIX JaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOM 3aIUTE;

0OHapyKEHHUIO BTOPKEHUI;

KOHTPOJTIO (aHAIM3Y) 3alIUIIEHHOCTH TEPCOHANIBHBIX TaHHBIX;

00€CIeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHAIBHBIX JTaHHBIX;

00ecnevyeHnI0 TOCTYITHOCTH EPCOHANIbHBIX JaHHbIX;

3alUTHI CPENIbl BUPTYAIN3aALNN;

3aLIUTHl TEXHUYECKUX CPEJICTB;

3alUThl UH)OPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayy JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHUE Ha HUX;

yIpaBJIeHUIO KOH(pUTyparuei HHGOpMaMOHHOM CUCTEMBI U CUCTEMBI 3aIIUThI TIEPCOHATBHBIX
JTAHHBIX.

I'BOY mxomna Ne 555 «benoropse», kak o0nagarens HHGOpPMAIMKH OTPAaHUYEHHOTO JIOCTYTIA,
IIPU OCYIIECTBIIEHUU CBOMX IPaB 0053aHO:

co0JII0/1aTh MpaBa U 3aKOHHbBIE HHTEPECHl MHBIX JIUI;

MPUHUMATh HEOOXOUMBbIE MEPHI MO 3aIUTE HHPOPMAIIH;

OTpaHMYMBATH JOCTYH K HMHQOpPMALMH, €CIM Takas oOOf3aHHOCTh YCTaHOBJIEHA
3aKO0HOIaTenbCTBOM Pocculickont @enepanyu.

B Tom uncne I'BOY mkona Ne 555 «benoropney», BIipaBe €ciii MHOE HE NPELYCMOTPEHO
3akoHoJaTenbcTBOM Poccuiickoit denepanuu:

pasperiaTh Wik OrpaHUYUBATh JOCTYI K HH(POPMALIKH, OTIPEIENIATH OPSI0K U YCIOBUS TaKOTO
JOCTYTIa;



UCIIOJIb30BaTh MH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHUIO;

nepeaaBath MHGOpPMAIMIO JAPYIMM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOJATENIbCTBOM
Poccuiickoit denepaiyiu OCHOBAHUY;

3alUIIATh YCTAaHOBICHHBIMH 3aKOHOJATENbCTBOM Poccuiickoit denepanun criocodamu cBOU
IpaBa B CIIy4ae HE3aKOHHOTO MOJIy4YeHUs MH(OpMAIMK WK €€ HE3aKOHHOTIO MCII0JIb30BaHUS HHBIMU
JTULAMU;

OCYILECTBIIATh MHbIE JAEHCTBUS ¢ HMH(OpManued Wi pas3pemaTb OCYIIECTBIEHUE TaKUX
NeHCTBUH, €cnu JTU JeHCTBUS HE MpPOTHBOpevyar (QelnepaibHbBIM 3aKOHAM M JIPYTUM
HOPMaTUBHO-TIPaBOBbIM akTaM Poccuiickoit @enepanuu.

3ammra MHQOpPMAUM  OTPAaHUYEHHOrOo JOCTyHa HpPEACTaBIseT COOOH  NpUHATHE
OpPraHM3aLMOHHBIX U TEXHUYECKUX MEP, HAIIPABJIECHHBIX Ha:

coOuro/ieHre KOH(pUICHIMANbHOCTH UH(OpMaK (MCKIIOYEHNE HEPaBOMEPHOIO JIOCTYTIA,
KOIMPOBAHUS, PEIOCTABICHUS WIIM PACIPOCTPaHEHUS HH(OPMAIIHH);

o0ecreyeHne HeJIOCTHOCTH HH(pOpMaluK (MCKII0UEHHE HEMPaBOMEPHOTO YHUUYTOKEHUS
WA MOJU(PHUIMPOBAHUS HH(DOPMAIIH);

peanu3almio npasa Ha JOCTYI K MHPOpMaLuy (UCKII0UEHUE HETPABOMEPHOrO OJIOKUPOBaHHUS
uH(popManun).

CpencTBa 3amuThl MHGOPMAIMKM BHEAPSIOTCS 10 pe3ylbTaTaM MPOBEIEHHs OLIEHKU PHCKOB
MH(}OPMaLlMOHHON O€3011aCHOCTH.

Opranunsanus 3amuTsl HHGoOpManun

[Tpu oprammzammu B 'BOY mxona Ne 555 «bemoropre» 3amuTsl WHGOPMAIHMU, TOIDKHEI
BBIMOJHATHCS TpeOoBanus PenepanbHoro 3akona oT 27.07.2006 Ne 149-®3 «O6 undopmarmu,
MH(OPMALIMOHHBIX TEXHOJIOTHSAX U O 3alllUTe MHPOpMAIUN», KOTOPbIE PETyIUPYIOT OTHOIICHHUS,
CBSI3aHHBIE C YCTAHOBJIGHUEM, MU3MEHEHHEM U IpEeKpalleHHEeM pekuma oOpaOOTKH 3alluIiaeMon
uHpopmanuu. B TOM wumcnme TpeGoBaHMsS O 3amuTe WHPOPMANWU, HE COCTaBIISIOIIEH
rOoCyJapCTBEHHYIO TaliHy, coJepXalleiics B ToCyJapCTBEHHbIX HH()OPMAIMOHHBIX CHCTEMax
yrBepxkaeHnbie mpukazomM @CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepkaeHHH TpeOOBaHUIT O
3amTe MHQPOpPMAallMM, HE COCTaBIAIOUIEH TOCYJapCTBEHHYIK TaliHy, cojepxkauieiics B
roCy/1apCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEMAX» JUIsl TOCYAaPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM
1o koropbiM ['BOY mixona Ne 555 «benoropre» asngercsa Oneparopom.

BTBOY mxoma Ne 555 «bemoroppe» MOMHUMO pealu3allid OCHOBHBIX MeEp 3alluThl
UH(POPMAaLIUU OCYIIECTBISAETCS:

perynsipHasi  OIlEHKAa W yOpaBJCHHE pHUCKaMU HMHQPOPMAIMOHHON  0€30macHOCTH
B COOTBETCTBHH C YCTAaHOBJIECHHBIMHU IPOLIETypaMy B OOJIACTH YIPaBJICHUS PUCKAMU;

MH(OPMUPOBaHUE, oOyueHue u MIOBBIIICHHE KBaJIM(pUKALMH pabOTHUKOB
I'BOY mikona Ne 555 «benoropre» B chepe HHPOPMAITMOHHON O€30MaCHOCTH;

MeToauYecKas MOoMoIlb pabOTHHKaAM B Bolpocax o0ecreueHus HHGOPMaUOHHON
0e30IMacHOCTH;

aQHAJIN3 U MMOMCK BO3MOKHOCTEM IO MOBBIIIEHUIO YPOBHS 3aIIMILEHHOCTH HH(OpMAaIIHH.

Jns opranmszanuu 3anmthl uHGopManuu, I'BOY mkoma Ne 555 «benmoropne» Brpase
OPUMEHSTh CpPEACTBA M METOAbl TEXHUYECKOW 3allluThl, NpeINpUHUMATh Jpyrue, He
[IPOTUBOpEYAIlMe 3aKOHOAATeNbCTBY Pocculiickoit denepanuu, Mepsl.

B pamkax oOecrnieueHusi 3auThl HHGOpMALIUY, B paMKax TPYAOBbIX OTHOLIEHHI HEOOXOAUMO
03HAKOMUTH O] POCIHUCH PAaOOTHUKOB, TOCTYI KOTOPBHIX K MHPOPMALIMK OTPAaHUYEHHOTO JIOCTYTIA,
HEOOXOUM JIJIsl BHIIIOJIHEHUSI UMH CBOUX JTOJKHOCTHBIX OOS3aHHOCTEH, ¢ mepeyHeM HH(opMaluu
OTrpaHMUYEHHOro noctyna, U npuHATeIMA B ['BOY mkona Ne 555 «bemoropbe» mepaMu 3amuThl
uH(pOpMaLIUH.

Oco0eHHOCTH 321U THI EPCOHATBHBIX JAHHBIX

[Tpu opranuzamuu o6padotku B ['BOY mxona Ne 555 «benoropbe» nepcoHalbHBIX JTaHHBIX
HEO0OXOIMMO PYKOBOJICTBOBATHCS TpeboBanmsimMu denepanpHoro 3akoHa ot 27.07.2006 Ne 152-D3
«O nepcoHaANbHBIX JaHHBIX).



[Tepedennr Mep, BbITONHEHHE KOTOPBIX oOecneunBaeT ['BOY mkona Ne 555 «benoropee» B
KauecTBE OonepaTopa NEePCOHANIbHBIX IAHHBIX, IOJKEH BKIIOYATh!

HazHaueHue B 'BOY mkona Ne 555 «benmoropre» OTBETCTBEHHOTO 33 OpTaHU3aIni0 00pabOTKH
MEPCOHANIbHBIX JJAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACIAIONIMX MTPaBuiia B OTHOLIEHUH 00pabOTKU MEepCOHAIBHBIX
nanabix B I'BOY mkoma Ne 555 «benoropbe», JOKadbHBIX aKTOB IO BOHpPOCaM 0OpabOTKU
MEPCOHAIBHBIX JaHHBIX;

NPUMEHEHHE OPraHM3alMOHHBIX M TEXHHUYECKMX Mep Mo olecrmeyeHnio 0e30macHOCTH
MIEPCOHANILHBIX JTAHHBIX B COOTBETCTBHM cO cTaThed 19 denepanphHoro 3akoHa ot 27.07.2006
No 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITNIOJIHEHUE TPEOOBAHUM 110 COCTABY M COJEPKAHUIO OPraHU3ALUOHHBIX U TEXHUUYECKUX MEp
no o0ecreveHno 6e30MacHOCTH MEePCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MHGOPMAIMOHHBIX
cucTeMax MepCcoHaNbHBIX MTaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKJIEHUHU COCTaBa U COJIEPKaHUs OPraHU3ALMOHHBIX U TEXHUYECKUX MEp 10 00ECTIeYeHHUIO
0€30IIaCHOCTH TEePCOHANBHBIX JaHHBIX NpU HX 00paboTke B WHPOPMALMOHHBIX CHCTEMAax
MEPCOHANBHBIX JaHHBIXY;

OLICHKY Bpe€Ja, KOTOpBIH MOXET ObITh INPUYMHEH CYOBEKTaM IEPCOHAIBHBIX JaHHBIX
B ciydae Hapymenus DegepanbHoro 3akoHa Ne 152-D3, cooTHomieHHWE YKa3aHHOIO Bpeaa
U NPUHUMAEMbIX OINEPAaTOPOM MeEp, HApaBJIEHHBIX HAa OOECIEUEHUE BBIIIOJHEHUS 00S3aHHOCTEH,
npenycMoTpeHHbix deaepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHue pabotHukoB ['bOY mikomna Ne 555 «benoropre», HenmocpeaACTBEHHO
OCYILIECTBISIONUMX 00padOTKY MEPCOHANBHBIX JaHHBIX, C TTOJOKEHUSIMHU 3aKOHO1aTEIbCTBA
Poccuiickoit deneparuu o nepcoHaANBHBIX JAHHBIX, B TOM YKCIie TPEOOBAHUSIMH K 3aIUTE
MePCOHANBHBIX JaHHBIX, TOKyMEHTaMU, onpeneistonumu TpedoBanus ['bOY mkona Ne 555
«benoropbe» B 0THOIIEHNH 00paOOTKN NEPCOHANIBHBIX JAHHBIX U 00yueHue, Ipu HEOOXOAUMOCTH,
yKa3aHHBIX paOOTHHUKOB.

OGecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ONpeNieieHueM  yrpo3 W Hapywmurenedl  0e30lacHOCTH  MEPCOHAJbHBIX  JIaHHBIX
pu UX 00paboTke B UH(POPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX TaHHBIX;

ONpENEeJICHUEM YPOBHS  3alIMIIEHHOCTH TNEPCOHAIBHBIX JAHHBIX B  COOTBETCTBUH
¢ TpeboBanusimu [loctanosnenus [IpaBurtensctBa Poccuiickoit @eneparmm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHWH TpeOOBaHUN K 3allMTe TMEPCOHAIBHBIX JMJAHHBIX TMpPU UX 00paboTKe
B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX»;

IPUMEHEHUEM MPOIIEIIINX B YCTAaHOBIEHHOM IOPSAJIKE IMPOLENYPY OLEHKH COOTBETCTBHS
CPEJCTB 3alUThl HH(OPMaLUK;

OIIEHKOM 2(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTe MEePCOHATBHBIX JaHHBIX JO BBOJA
B AKCILTyaTaI10 HHPOPMAIIMOHHON CUCTEMbI IEPCOHATIBHBIX JIAHHBIX;

BOCCTAaHOBJICHUEM IEPCOHANIBHBIX JAHHBIX, BCIEACTBUE MOIYYEHUS HECAHKIIMOHUPOBAHHOTO
J0CTyTa K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEPCOHAIBHBIM  JIaHHBIM, 0OpabaThIBaeMbIM
B MH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIbHBIX JAHHBIX, a TAaKXXe OOECIeueHUEM pPEeTrUuCTpaluu
U y4yeTa BCeX JCMCTBHIA, COBEpIIAEMbIX C IEPCOHATHHBIMU JAHHBIMU B UH(OPMAITMOHHBIX CHCTEMAX
MePCOHAIIbHBIX JIAHHBIX;

KOHTPOJIEM 32 TPUHUMAEMbIMU MEpPaMH MO 3aIUTE MEPCOHAIBHBIX JAHHBIX U ONPEIEIEHHOTO
YPOBHSl 3aIIMIIEHHOCTH HWH(GOPMAIMOHHBIX CHCTEMax II€PCOHAIbHBIX JaHHBIX B IIpoOIecce
€€ HKCILTyaTaluH.

5 OCHOBHBIE TPEBOBAHUA K ITPOLHECCAM OBECIIEYEHU A
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeTtoauueckoe pyKoOBOJICTBO, pa3pabOTKy pelleHui 1Mo 3amure HHPOopMaIiui, CoriacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTENFHOW TEXHUKH, MPOTPAaMMHBIX U MPOrpaMMHO-AINAPATHBIX CPEICTB
3alUThl MH(GOPMAaLMK, OPTaHU3aldi0 padoT MO BBISBICHUIO BO3MOXKHOCTEH U MPETYyNpPeXISHUIO
YT€YKH M CBOWCTB 3alUIIAaeMON MH(OpMAIMM, AaTTECTAlUI0 OOBEKTOB HH(POPMATU3AINH
OCYILECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE ToApazaeneHust [ BOY mkona Ne 555 «benoropse.



dDuznyeckas 0e30MACHOCTH

[IpyuHATEIE OpraHW3alMOHHBIE W TEXHUYECKHE MeEpbl MO 3amure noMemeHui [komnsl,
CEepBEpHOr0 M KOMMYTALIMOHHOTO OOOpYIOBaHMsS, AaBTOMAaTU3UPOBAHHBIX pabOYMX MeECT
nojb3oBareneld nHpopMaMoHHbIX cucTeM IIIKombpl 00ecneunBalT peaanu3ayio CIESAYIOMHUX Mep
1o:

pasrpaHudeHHIO TocTyna paboTHUKOB B momemeHus ['BOY mkoma Ne 555 «bemnoropne» B
COOTBETCTBUU C UX MOJTHOMOUYHUSAMHU U JOHKHOCTHBIMU O0S3aHHOCTSIMU;

peructpanu (akToB BXOJa pabOTHHKOB B TOMEIIEHHS B KOTOPBIX BeAeTcs oOpaboTka
MIEPCOHAJIbHBIX JIaHHBIX;

KOHTPOJIUPYeMOMY TpeObiBaHMI0 mocTopoHHux juil B 'bBOY mkoma Ne 555 «benmoropse» B
MOMEIICHUS, B KOTOPBIX BeeTcsi 00paboTka nH(pOpMaUK OTpaHUUYEHHOTO JIOCTYNA M pa3MeIleHbl
anmnapaTtHble cpe/icTBa MH(GOPMalMOHHON CUCTEMBI,

OpTraHMU3aINH PeKIUMa KOHTPOIUPYEMOTO BHOCA/BBIHOCA CPEACTB 00paOOTKH HH(POPMAITHH.

[Tomemenuss ['bOY mkona Ne 555 «benoropse» M0KHBI OBITH 00OPYIOBAaHBI JETEKTOPAMHU
OTHSI U JIbIMa, OTHETYIIUTENIIMH, CUCTEMAaMU KOHAUIIMOHUPOBAHUS BO3/lyXa, CPEIACTBAMU OXPaHHO-
MO>KapHOM CUTHAJIN3ALINH.

OcHoBHOE cepBepHOE U KomMmyTalmoHHoe obopyaoBanue ['bOY mkona Ne 555 «benoropee»
JOJKHO OBITh 3aIllMIIEHO OT MepedoeB B Mojade JJIEKTPOIHEPTUU IYTEM MOJKIIOYCHHS K
AJIEKTPOCETH C TNPUMEHEHUEM MCTOYHHMKOB OecriepeOOHOro NHUTaHWS WU PE3EPBHOTO JIU3EIIb-
reHepatopa. Mcrtounuku OecrniepeOOWHOr0O NHUTAaHHUS HEOOXOAMMO PETyIspHO TECTUPOBaTh U
IIPOBEPATH yNOJIHOMOUYEHHBIM padoTHukaMm ['BOY mkomna Ne 555 «bemoropbe» B cOOTBETCTBUU C
PEKOMEHJalUAMU POU3BOIUTEIIS.

[TopTaTUBHBIE TEXHUYECKUE CPEJICTBA HE JIOJIKHBI OCTABAaThCS 3a IIpeieaMi KOHTPOIUPYEMOI
30HbI [ BOY mikona Ne 555 «benoropse» 6e€3 KOHTpoIs co cTOpoHbl paboTHUKOB [ BOY mikona No
555 «benoropeer.

Be3onacHocTh Ha pabouem MecTe

3anpemiaercss BECTH 3allUCh Mapojied B OTKPHITOM BHUIE HA MaTEpHAJIbHBIX HOCHUTEI,
3a UCKJIIOUYEHUEM CIIy4YaeB, PErJIaMEHTUPOBAHHBIX METOJOB XPAHEHHUS.

JlokyMeHTBl W HOCHUTENIHM ¢ WH(}OpManuend OrpaHUYEHHOTO JIOCTYyINa JOJDKHBI yOWpaThes
B oreuyaTbiBaeMble MecTa (ceidbl, mKadbel W T.aI.), TOpH yxoiae ¢ pabodero mecra.
Ha aBTomaTusupoBanHom pabodyem mecte [lonb3oBarens pabodast ceccusi JoJkHa OBITH NpEpBaHa,
paboumii cron 3abmokupoBaH. Bxon monb3oBaTenass B CHUCTEMY HE JIOMDKEH BBIMOTHSITHCS
ABTOMAaTUYECKHU.

JIoKyMeHTBI, cofiepsKalire nHHOPMAILIUIO OTPAaHUYEHHOTO TOCTYIA, JOHKHBI CPa3y U3bIMAThCS
W3 TeYaTalMMX YCTPOUCTB. JIyisi yTUiau3aiuu KOH(PUACHIMAIBHBIX JOKYMEHTOB, JOJIKHBI
MCIIONIb30BAThCSl YHUUTOXKHUTENU JOKYMEHTOB HE HUXKE 4 YpOBHSA MO CTaHAapTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHHUTOXHUTEISIM JIOKYMEHTOB.

[Ipy wucmoONb30BaHMM MOOWIIBHBIX TEXHHYECKHX CPEJICTB HEOoOXOauMO  COO0IaTh
JIOTIOJTHUTEILHBIE MEPHI MO PEeryIaMeHTAIlMd W KOHTPOJIO HCIOJIh30BaHUS B HMH(POPMAIIMOHHOMN
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenue mnpencraBuTenell IOPUANYECKUX JIMII B paMKaxX HWCIOJHEHUS JTOTOBOPHBIX
0053aTeNBCTB B MOMEIICHUSIX B KOTOPBIX BeJeTcst 00paboTka MHGOPMAIIUU OTPAaHUYCHHOTO JI0CTYIa
WH()OPMAIIMOHHOW CHCTEMBI, BO3MOXKHO TOJBKO B CONPOBOXACHWMH paboTHuka Komurer
JIOIYLIIEHHOTO J10 00pa0oTKH Takoi HHpOPMAaLIUH.

Pa3menienne TeXHMUYECKMX CPEACTB BhIBojJa HWH(popManuu B momernieHusx Komurer
MPOU3BOJUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BH3YyaJbHOTO MPOCMOTpa HWHGOpMAIUU
MMOCTOPOHHUMHU JIMIIAMHU ¥ paOOTHUKAMH, HE TOMYIIEHHBIM K padoTe ¢ JaHHOW HHpOpMAITHEH.

TexHUYECKHE CPENICTBA TOKHBI pa3MeNIaThCsl U XPaHUTHCSA TAKUM 00pa3oM, UTOOBI COKPATUTh
BO3MOYKHBIN PUCK TTOBPEK/ICHUS U YTPO3bl HECAHKIITMOHUPOBAHHOTO JIOCTYTIA.

Texnuveckoe 06cIy:;kuBaHue 000Py/10BaHUS
Texnuueckue cpencrsa KoMuTeT MOMKHBI MPOXOAUTH HA PETYISPHOM OCHOBE CEPBUCHOE
00CITy’KMBaHHE B COOTBETCTBUH C PEKOMEHIAIMSAMHE ITPOM3BOAMUTENICH 000PY10BAHUSL.



PeMOHT u cepBUCHOEe o0OCiIyXUBaHHE OOOPYIAOBAaHUS [JOJDKHBI BBIITOJHATHCS TOJBKO
KB (HULIUPOBAHHBIMU CIIELUAINCTAMH.

TexHuueckoe oOcCTy)UBaHHE OOOPYAOBaHHS CTOPOHHMMU OpPraHM3alMsIMU HE JOJDKHO
NPUBOINUTH K PUCKY HApYIICHHUS KOH(PHUICHIIMATHHOCTH 3alIUIAeMON HH(POpMAIIH.

B3aumopeiicTBHe ¢ TPeTHbUMH JIUIAMU

B nensx obecnieuenus: nadopmarronHnoit 6ezonacaoctu ['BOY mkoma Ne 555 «benoropne»
IIPYU B3aUMOJICHCTBUU C TPETBUMH JIMLAMH JOJDKHO BBIIOJIHATH CIEAYIOIIUE MEPONIPUATHUS 110:

3aKJIFOYCHHUIO COTJIALICHUS O HepasrjalleHuH WH(GOpMAalUd OrpaHUYEHHOTO JOCTYyMa
IOJIy4EHHOM B XOI€ UCIIOJHEHUS I0TOBOPHBIX 0053aTENIbCTB,;

OCYILIECTBIICHUIO KOHTPOJSA 3a JACHCTBUAMH IPEACTABUTEICH KOHTPAarceHTOB B IIPEJesax
KOHTpOJUpyemoil 30HbI LIIKombI.

YupasiieHue ;KU3HEHHBIM LHMKJIOM HHPOPMALHMOHHBIX CHCTEM

MeponpusTusi B Ipoliecce KU3HEHHOTo IuKiIa nHpopManroHHbIX cucteM ['BOY mkoma Ne
555 «benoropbe» NOMKHBI ObITh HalpaBiIeHbl Ha 0OecreyeHHne 3alluThl HUHPOPMALIUU IIPU BBOJE B
JeICTBHE, IKCIUTyaTalluK, COIIPOBOXKIEHUN U MOJIEPHU3ALNH, BBIBOJA U3 SKCIUTyaTallUH.

OcHoBaHMeM IpHU pa3paboTKe HHMOPMALMOHHBIX CHCTEM JOJDKHBI SIBISATHCS PELICHUS
NpUHATBIE Ha cTaaud (GOpPMHPOBaHUS TpeOOBAHWH, conepKaliue TPeOOBAHUS B TOM YHUCIIE
[0 CHCTEME 3aIlUThl THPOPMALIUH.

JIroboe maHupyemMoe K BHEIPEHUIO U3MEHEHHE MH(POPMAITMOHHOW CUCTEMBI IPEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHAJU3UPOBAHO HA  COBMECTMMOCTb U OTCYTCTBHE  HapylIeHUH
paboToCIOCOOHOCTH CUCTEMHBIX KOMITIOHEHTOB B TOM YHMCJIE CPE/ICTB 3aIIUTHI HH(POPMAIIHH.

PaGoTsl 1o MojaepHu3anuu HHGOPMALMOHHON CHUCTEMbI, B TOM 4YHCIE IO YCTaHOBKE
IPOTPaAMMHOTO 0OecrieueHusi U OOHOBJICHUH, TOJKHBI IIPOBOJUTHCS B HEpaboyee BpeMsl HITH BpeMs
HauMEHbIIeH pabouel Harpy3Ku.

[Ipu BBIBOAE U3 3KCIUIyaTalUd HMHPOPMAIMOHHBIX CHUCTEM JOJDKHO 00€creyrBaThCs
rapaHTHUPOBAaHHOE yjajeHue oO0padaThIBaeMOM U XPaHUMOW B HUX MH(POPMALIUMH C HCII0JIb30BAaHHEM
CPEICTB I'apaHTUPOBAHHOIO YHUYTOKEHUSI MHPOPMAILUMU WIM MyTeM (PU3NUYECKOI0 YHHUTOKEHUS
HocuTeneil nHpopMarum.

Bce npouenypsl obecrieueHus 3auuThl nHpopManuu, ycraHosieHHble B [ BOY mikona Ne 555
«benoropse» B OTHOLIEHUN HH(OPMAILIMOHHBIX CUCTEM, TOJKHBI BBIITOJIHATHCSI U KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 33 OPraHU3AIMI0 pa0doT MO 3aIuTe HHPOPMAIUH.

KonTpoJs nocryna k HH(pOpManMOHHBIM CHCTEMaM

Bce pabornuku T'BOY mkoma Ne 555 «benoropbe», nomyiieHHble K paboTe C
UHPOPMALIMOHHBIMU ~ CUCTEMaMH, HECyT MEepCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HapyIIEHUs
YCTaHOBJIEHHOI'O MOpsAIka 00paboTKH MHGOpMaIUK.

VYpoBeHb MOJIHOMOYMI Tosib30BaTenss B MH(popMmanuoHHON cucteme I'BOY mxoma Ne 555
«benoropbe» N0KEH ONpPeNeNsThCS B COOTBETCTBUH C €r0 JOKHOCTHBIMU O0S3aHHOCTSIMU.

Joctyn nosnp3oBareneil k nHpopmannoHHbIM cuctemaM ['BOY mkona Ne 555 «benoropse»
JIOJI’KEH KOHTPOJUPOBATHCS aIMUHUCTPATOPOM MH(POPMAITMOHHON CUCTEMBI.

OcylecTBIEHHE PETYISIPHOTO KOHTPOJIS BBIOJHEHMS] OpraHU3alMOHHO-PACIOPAIUTEIbHBIX
JIOKYMEHTOB, KacaroluXcs perjaMeHTanun gomnycka padotaukoB [ bOY mkona Ne 555 «benoropse»
K MH(OPMALIMOHHBIM CUCTEMAaM.

NpenTudguxkanus u ayreHTupurkanms

Joctyn mosnb3oBareneil K MH(GOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEeAOCTABISATHCS TOJBKO
MoCJie YCHEIIHOTO 3aBepIICHUs UICHTHU(PUKALUY, AyTeHTUPUKAILIUH.

[Tonydyenue monb3oBaTeieM HMMEHHM B HH(GOPMAIMOHHOM CHUCTEME M MapoJis, KOTOpbIe
o0ecneynBaroT A0CTYI K HH)OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIMTENS CTPYKTYPHOT'O IIOAPA3ACIEHUS.

YnpasJieHue 10CTYIIOM

B IIkone AOMKHO OCYHIECTBIATHCS YIpaBJIEHHWE JOCTYNOM K HMH(GOPMAIMOHHON cHcTeMe
MOCPEJCTBOM pealu3aluil HEOOXOIUMBIX METOAOB, THUIOB M MPaBWI pPa3TpaHUUYEHUs JOCTYIa
nosib3oBatesiM uHpopmanronHor cuctembl ['BOY mkoma Ne 555 «bemoropese». B Tom umcie



obecrieueH 3allMINCHHBIA YAAJIEHHBIH JOCTYI CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyma 4epes
BHEITHNE HH()OPMAIIMOHHO-TEIIEKOMMYHUKAIMOHHBIE CETH.

be3onacHocTs mpu padoTe ¢ HOCUTEIAMHI HH(OPMAITUU

Pab6oTtnuku 11Ikoab! JOTKHBI KCIIOIB30BATH TOJILKO YUTEHHbBIE CheMHbIE MAIIMHHBIE HOCUTEIN
uH(pOpMalMU AJs BBIMOJHEHHUS] CBOUX JIOJDKHOCTHBIX OOsi3aHHOCTeH. Vcmonb3oBaHHE CHEMHBIX
MaluMHHBIX HOcuTener nHpopmarmu B ['BOY mkoma Ne 555 «benoropse» B MHBIX LENAX CTPOTO
3aMnpereHo.

CheMHbIC MallIMHHBIC HOCUTEHM WH()OPMAIIUU JOKHBI XPAHUTCS B ONEYATHIBAEMBIX IIKadax,
B MIOMEIIEHUSAX B KOTOPBIX MPeIycMOTpeHa 00paboTka nH(OpMaLyd OTpaHUYEHHOTO TOCTYTIA.

B cnydae kpaxkul WM MOTEPU ChbEMHOI'O MAIIMHHOTO HOCHUTENST MHPOPMAINH, a TAKXKE UHBIX
WHITUCHTOB, KOTOPhIE MOTYT NPHUBECTH K HAPYIICHHIO CBOWCTB HH(OPMAIMU OTPAHHYECHHOTO
JIOCTYIIA, JOJKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACCIECIOBAHUIO TAKUX UHIIUICHTOB.

[Tpu BBIBOAE M3 IKCILTyaTallid ChEMHOTO MAIIMHHOTO HOCHUTENsI HHPOpMAIMK, BCE JaHHBIC,
XpaHAILIUecs Ha HeM, JOJDKHBI OBITh yJAJIeHbl OINpe/IeeHHOW KOMHCCHEW U3 uncia pabOoTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUITOXKCHHS HHPOPMAITHIH.

@DakT YHUYTOKEHHMs] HH(OpPMAMM HAa CHEMHOM MAIIMHHOM HoOcUTene uH(OpMaluu
dukcupyercss B akTe 00 YHUYTOKCHHMH HWHPOPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHTEIS
uHpopmanuu.

Perucrpanusi co0bITHI

B I'BOY mkona Ne 555 «benoroppe» AOMKHA OCYLIECTBISTHCS PETUCTPALUUA COOBITUIN
0e30MMacHOCTH Ha BCeX KOMITOHEHTax nH(popMmanmuoHHbIX cucteM ' BOY mikona Ne 555 «benoropney,
B KOTOpBIX 0OpabaTkiBaeTcs 3amuiiaemMas nHGopManus.

AHTHBHPYCHAs 3a1IUTA

B umensx oOHapyXeHHS M YCTpaHEHHUs BPEAOHOCHBIX MporpaMMm B KoMHTET MOMKHBI
HCIIOJIB30BAThCA CPEACTBA AaHTUBUPYCHOM 3alTUTHI UH(POPMALIUH.

OO0s13aTeNnbHOMY KOHTPOJIO CPEACTBOM AHTHUBUPYCHOM 3allUThl HH(POPMAIMH JIOJDKHA
nojuiexarb Jro0as wuHpopMmanus (TEKCTOBbIe (ainbl MoOBIX ¢GopmaroB, (aiiabsl TaHHBIX,
ucnonHsieMbie (aiinpl), Toimyyaemas U TepefaBaemasl IO JIOKAJIbHON BBIYMCIUTENBHON CeTH
B TOM YHCJIE M CETSIM OOIIEero MOJb30BaHMs, a TaKke WH(OpMalus, XpaHuMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX HH(pOpMAIIHIH.

[Tpu ycTaHOBKE TPOrpaMMHOT0 00ecrieYeHs UM €ro OOHOBJIEHHSI Ha CEBEPHOE 000py10BaHUE
JIOJKHA aBTOMATUYECKH BBINOJHATHCS NPeABapUTENIbHAs MPOBEpKa JaHHOTO MMPOTrPaMMHOIO
oOecrnieyeHns Ha OTCYTCTBHE BPEIOHOCHOTO MPOTrPaMMHOI0 00ECIIeUEHUSI.

O6HoBneHue 06a3 curHaTyp IJs CPeACTBAa AHTHBUPYCHOW 3alIUThl MH(OPMAIIUU TOJKHBI
OOHOBIIATHCS €KETHEBHO.

[Tonb3oBaTenun 0e3 npas aJMUHUCTpaTOpa uH(GOPMaIMOHHOU CUCTEMBI
I'BOY mxona Ne 555 «benoropre» He JOKHBI MMETh BO3MOXHOCTH MOJYYEHMs] AOCTyHa K
KOH(UTYpallMi aHTUBUPYCHOTO CPE/ICTBA 3ALUTHI UIIH €TI0 OTKIIFOUEHUS.

KoHTpo1b 3a11IMIIIEHHOCTH MEPCOHATBHBIX JAHHBIX

B memsix MCKIIOYEHHS SKCIUTyaTallMM YSI3BHUMOCTEH MPOTPaMMHOTO OOECTICUEHUS JTOJKHBI
MPOBOJUTCS PpalbOThI 1O BBIABJICHHUIO, aHAIU3Y YSI3BUMOCTEH WHOOPMAIMOHHOM CHCTEMBI
Y OTIEpaTUBHOE YCTPAHEHNE BHOBD BBISIBIICHHBIX YS3BUMOCTEH. B TOM umciie opraHu3amusi KOHTPOJIst
YCTaHOBKH OOHOBJICHHS TIPOTPAMMHOTO 00ECTIEYeHUS BKIIFOUAsi CPEJICTB 3aIUThl HH()OpMAITUH.

Hcnonb3oBanue NporpaMMHOro odecrne4eHus

Br16op mporpammHoro obecrieueHus: ais npous3BojacTBeHHBIX HYxkJ ['BOY mkoma Ne 555
«benoropbe» NOIKEH NPOU3BOAUTHCS B NPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B ENMHBIN
peecTp pOCCUNUCKHUX MPOTPaMM JJIsl 3JIEKTPOHHBIX BBIYMCIUTENbHBIX MAIIMH U 0a3 JaHHBIX. B ciiydae
OTCYTCTBHS aHasiora B EMHOM peecTpe pOCCUICKUX MTPOTrPaMM JIJIs 3JIEKTPOHHBIX BBIYMCIUTEIBHBIX
MalmMH W 0a3 JaHHBIX JOMYCKAeTCs MCIOIb30BaTh MPOTPAMMHOI0 OOECHedYeHrne HMIIOPTHOIO
IIPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUNTOrpapuueckou 3amuThbl UHGOPpMAUHT



Obecnieuenue 3amuThl HHGOPMALIMM OTPAHUUYEHHOTO JJOCTYIMA OT PAaCcCKPBITUS, MOIUDUKALINN
¥ HaBs3bIBaHUA (BBOJAa JIOKHOW wuH(poOpmanmu) mpu ee mepenade (MOATOTOBKE K Iepenade)
[0 KaHalaM CBS3M, HMEIOLIUM BBIXOJ| 3a MpeAeNbl KOHTPOJIHMPYEMOHl 30HBI oOOecrednBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTOrpauuecKoit 3amuThl HHPOpPMAIIHH.

[Ipuobperenue cpeacTB kpunrorpadguueckoit 3amutel uHbopmaruu ['bOY mkoma Ne 555
«benoropbe» OCYyIIECTBISETCSI HA OCHOBAaHMM JOMOBOPOB M KOHTPAKTOB C JIMLIAMU HMEIOIIUMHU
nerictByromyto JuineHsnio ®Cb Poccum Ha ocymiecTBieHHE ACATEIBHOCTH IO pa3padoOTKe,
IIPOU3BOJICTBY, pacrpoCcTpaHeHUIO P POBATBHBIX (kpunrorpadUIeCcKux) CPEJCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJICKOMMYHHUKALMOHHBIX CHUCTEM, 3alUIIEHHBIX C UCIOJIb30BaHUEM
MUGPOBATHHBIX (KPUOTOrPaPUUECKUX) CPEICTB, BHIIOJHEHUIO padOT, OKa3aHUIO YCIYT B 00JIaCTH
mudpoBanus HHGOPMAIMH, TEXHUIECKOMY 00CTYKUBAHHUIO MIU(POBATBHBIX (KPUMITOTPahUIECKUX )
CPEeICTB, HH(DOPMALMOHHBIX CHUCTEM U TEJICKOMMYHUKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C
UCTIOJIb30BaHUEM MIM(PPOBATBHBIX (KPUIITOrpaUIECKUX) CPEACTB (32 UCKIIOYCHHUEM CIydasi, €ClIu
TEXHUYECKOE OOCITY)XKHMBaHHE MHU(PPOBATBHBIX (KpUNTOrpadUuecKnx) CpencTB, HHOOPMAITMOHHBIX
CUCTEM U TEJICKOMMYHHKAI[MOHHBIX CHUCTEM, 3AIUIICHHBIX C HCIOJIb30BAaHUEM MIH(POBATBHBIX
(kpuntorpadu4ecknux) CpEACTB, OCYIIECTBISETCS Ml oOecrmeueHuss COOCTBEHHBIX HYXK]I
FOPUIMYECKOTO JIUIA WIM UHIUBUAYATHHOTO MPEPUHAMATETIS).

B umemsx opranuzanmum M o0ecrieueHUM Tmepenaud HMHQOpMalMHM IO KaHajiaMm CBSI3U
C HCIIOB30BAaHUEM CPEJICTB KpUNTOorpaduueckoil 3amuThl WHOOPMALMU, a TAaK)KE BBITOJHCHUS
nunieH3uoHHbIX TpeboBannii ®Cb Poccun B 'BOY mikomna Ne 555 «benoropse» qoimkeH ObITh CO3/1aH
OpraH KpUNTOTrpapuUIeCKON 3aIIUTHI.

[Topraneublie pemenust ' BOY mkona Ne 555 «benoropee» ¢ BO3MOXHOCTBIO IOCTYIIA C CETEH
oOLIEro MoJIb30BAaHUS JIOJKHBI B IPHUOPUTETE pa3padaThIBaThCS C OpraHU3alued 3allluIIeHHOI0
KaHaJja MmocpeacTBoM npotokona TLS ¢ moanepsxkkoii anroputmo 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DJIEKTpOHHAs MoYTa J0JKHA Kcnob3oBatbes B ' BOY mikone Ne 555 «benoropse» ¢ 1ebio
OpraHm3any OoOMEHa OJJICKTPOHHBIMU COOOIICHUSIMH MEXKIy paOOTHHKaAMH W CyOBbeKTaMu
UH(POPMALIMOHHOM 0€30MacHOCTH.

IIpn ucnoyIb30BaHUM IIEKTPOHHOM NOYTHI 3aIIPEIIACTCS:

oOMeH uH(popMaluei s cykeOHOTo MOJb30BaHus, a TaKke HH(popMalHel orpaHU4eHHOTO
JI0CTYTa;

MPEe0CTaBIEHNE JOCTYIA K AJEKTPOHHON MOYTE C MCIOJb30BAaHUEM JAHHBIX CBOEH YUETHOU
3aIlTUCH TPETHHUM JIUIIAM;

MyOIMKAIUsl CBOETO CIIYKeOHOTO aJpeca DJIEKTPOHHOW MOYTHI B AJIIEKTPOHHBIX KaTalorax,
Ha MOMCKOBBIX MAIlIMHAX U IPYTUX pecypcax cetu MHTepHEeT B 1eNs1X, He CBSI3aHHBIX C HCTIOJTHEHUEM
CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJIMUCKA IO 3JIEKTPOHHOW MOYTE Ha pa3jIuYHble peKjaMHble MaTepualbl, JIUCThl PAaCCHUIKH,
AJNIEKTPOHHBIE JKYpHaJbl M T.A., HE CBSI3AHHBIC C BBINOJHEHUEM IOJb30BATENIEM JOJKHOCTHBIX
00s13aHHOCTEIA;

OTKpBITHE (3amycK Ha BbIMONHEHUE) (aNIoB, MONYYEHHBIX IO DJIEKTPOHHON TMouTe
WM w3 pecypcoB cern HMHTepHer, 0€3 mpenBapuUTEIbHONW TIPOBEPKH WX aAHTUBHUPYCHBIM
POrPaMMHBIM 00€CTIEedYeHUEM.

Pabora B ceTsix 0011€ro nNoJ1b30BaHNUS

I'BOY mixomna Ne 555 «benoropse» octaBisieT 3a co60# IpaBo OJI0KMPOBATH WIIK OTPAHUYHBATD
JOCTyN pabOTHHKAM K CETSIM CBsI3U 00ILIEro Mojab30BaHus, B TOM uncie ceTh HTepHeT, coaepxkaHue
KOTOPBIX HE HWMEET OTHOIICHHS K WCIOIHEHUIO IOJDKHOCTHBIX O0Os3aHHOCTEH, a Takke K
MH(OPMALIMOHHBIM ~ pecypcaM, COJAEpP)KaHME€ U  HAMpaBICHHOCTb KOTOPBIX  3alpELIeHbI
3aKoHoaresbecTBOM Poccuniickoit denepanuu.

Undpopmanusa o mnocemaeMpix pabotHukamu ['BOY mxoma Ne 555 «bemoropose»
WH(OPMAILIMOHHBIX ~ PECYpPCOB  MPOTOKONHMPYETCS i TOCIHEAYIONIEro aHalu3a U, Tpu
HEO0OXOUMOCTH, MOKET OBITh MpPEJCTaBICHA PYKOBOJIUTENSAM CTPYKTYPHBIX MOJpa3AeieHUH, a
takke pykoBoautento I'bOY mikona Ne 555 «benoropbe» A KOHTPOIISL.

[Ipu ucnonb3zoBanuu cetu MHTEPHET 3anpeiieHo:



MCIOJb30BaTh npenoctaBiieHHbll ' BOY mikona Ne 555 «benoropse» nocryn B cetb THTEpHET
B JIMYHBIX IIEJISX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOrpaMMHBIE U MPOrpaMMHO-aMNapaTHbIe CPEeICTBA,
MO3BOJISIOIINE TTOYYUTh HECAHKITMOHUPOBAHHBIN JOCTYI K cetu HTEepHeT;

nyOIMKOBaTh, 3arpyXaTh M PaclHpoOCTPaHITh MaTepHalibl COJAepkKalllie HEeIOCTOBEPHYIO
unpopmanuio o ['BOY mkona Ne 555 «benoroprey, a Takxke anbcudunuponars cBoit [P-anpec.

Pe3epBHOe KONIMpPOBaHME 1 BOCCTAHOBJIEHHUE JAHHBIX

Ocy1iecTBiIeHNE Pe3epPBHOIO KOMMPOBAHUS JOIHKHO OCYILIECTBIISITHCS JIJIST:

uHpopmanuu  oOpabarbiBaeMoii Ha (QailloBOoM cepBepe M CepBepe IPHIOKEHHUH,
UH(OPMALIMOHHON CUCTEMBI,

paboyux MeCT aAMUHUCTPATOPOB HHPOPMALTMOHHONW CUCTEMBI.

YacrtoTa U peXUM pPE3ePBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOObI
o0ecrneynTh MUHIMAJIbHYIO TIOTEPIO JAHHBIX M ONIEPAaTHBHOE BOCCTAHOBIICHUE.

HacTtpoiika pe3epBHOr0o KOMUPOBaHUS U BOCCTAHOBJICHUS PECYPCOB HH(DOPMALIMOHHBIX CUCTEM
I'BOY mkona Ne 555 «benoropbe» AOIHKHBI MPOBOAUTH YIOIHOMOYEeHHBIE paboTHHKN [ BOY mikona
No 555 «benoropbe.

PesepBHOE  KOMMpOBaHHWE JIOJDKHO  OCYIICCTBIATBCS B~ ABTOMAaTHYECKOM  PEKUME
C MPUMEHEHUEM OTEYECTBEHHOTO CIICHUAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOIMMPOBAHUS
C JEHCTBYIOUIMM CEpPTU(UKATOM COOTBETCTBUS 1O TpeOOBaHUSM O€30macHOCTH WH(POpPMALUU
OCTOIK Poccun.

6 OCHOBHBIE TPEBOBAHUSI K IIPOIECCAM YIIPABJIEHUA
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MounnTopuHT HHGOPMALMOHHOI 6€30I1aCHOCTH

Ha nocrostHHOI OCHOBE NIOJKEH MPOBOAMTHCS KOMIUIEKCHBIM aHaiu3 (QyHKIMOHUPOBAHUS
uHpopmannonHoi cucrembl 'BOY mkona Ne 555 «benoropbe» M BO3ZHUKAIOIIMX COOBITHIMA
UH(POPMALIMOHHOM 0€30MacHOCTH.

[Tpouiecc MOHMTOpHMHTra CUCTEMBbI oOecredeHHs MH(POPMAIMOHHON O€30MacCHOCTH JI0JIKEH
BKJIIOYATh B C€0s1 KOHTPOJIb OPIraHU3ALMOHHBIX U TEXHUYECKUX Mep I10 3aluTe HHPOpMalluu, aHATIU3
apaMeTpoB KOH(UTypaluu U HACTPONKHU CPEJICTB 3alUThl HHPOPMAIIH.

[Ipy npoBeNEHUM KOHTPOJIBHBIX MEPONPHATHH, CBSI3aHHBIX C OLIEHKOW peaau3aluu Mep
no 3amute uHGopmauyuu B ['BOY mkoma Ne 555 «benmoropee», ynoaHOMOYEeHHbIE PAaOOTHUKU
JIOJIKHBI IPUJIEP/KUBATHCS CIIEAYIOIINX IPUHLIUAIIOB!

He HapyuaTh QyHKIMoHupoBaHue AestenbHocTd ['bOY mkona Ne 555 «benoroprey;

JEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMH OpIraHU3ALMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'BOY mikona Ne 555 «benoropbse» no 3amurte nHpopmanmu;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON 6€3011aCHOCTH;

O0(QOPMIISITH OTYETHI, TOATBEPKIAIOLINE BHITOJIHEHNE MEPONPUATUH IO 3allUTe HHPOPMAIIIH.

Wudopmanus, NoOIydeHHas B XOJA€ MPOBEACHUS KOHTPOIMPYIOUIMX  MEPONPHUATHH
0 JEWCTBUSIX, COOBITHSX M IapaMeTpax, MMEIOIIUX OTHOIICHHWE K peau3allid Mep IO 3alluTe
uHpOpMalLUK, JO0DKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJy4eHHE
K HEell HECAaHKIITMOHUPOBAHHOT'O JOCTYTIA.

MOHUTOPHHT JaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUAX MH(OPMAIIMOHHON 0€30MmacHOCTU
JIOJI’KEH MPOBOJIUTHCS, TI0 BOBMOXKHOCTH, C MCIIOJIb30BAaHUEM CHUCTEMbl MOHUTOPUHIA MHIIUJIEHTOB
UH(POPMALIMOHHOM 0€30IaCHOCTH WJIM BCTPOECHHBIX MEXaHU3MOB HACTPONKM M ayJauTa COOBITUN
B IPOrpaMMHBIX M TMPOTrpaMMHO-aNMapaTHBIX CPEACTBaX, HCIOIb3YEMbIX B HH()OpPMAILMOHHON
undpactpykrype BOY mkona Ne 555 «benoropsey.

YnpasJieHue puckamMu

OnpeneneHue BHYTPEHHUX TpeOOBaHMH MO 3amuTe WHGOPMALUH, JODKHBI OCHOBBIBATHCA
Ha pe3yjbTaTax MpPOBENEHUS aHAINW3a PUCKOB HAPYIIEHHsS OCHOBHBIX CBOWCTB 0€30MacHOCTH
Ui uHGopMannoHHbIX pecypcoB I'BOY mikoma Ne 555 «benoropsey.

OCHOBOI OLIEHKH PUCKOB JOJKHA OBITh OLIEHKA YCIOBUI U (PaKTOPOB, KOTOPBIE MOT'YT CTATh
NPUYMHOM HapyIIeHUs LIETOCTHOCTH, KOH(UACHIIMATBHOCTH U JOCTYIHOCTH JJIs1 HH(POPMAIIMOHHBIX
pecypcoB ['bOY mikona Ne 555 «benmoropeey.



Pe3ynpTaToM mpoBelneHUs aHAIM3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBIA KOMIUIEKC MeEp,
HAIPaBJICHHBIX HAa CHWKEHUE BO3MOYKHOIO HETaTHMBHOI'O BIIMSHUS HA OCHOBHYIO JESTEIBHOCTH
I'BOY mkona Ne 555 «bemoropee» mpu peanu3amui TOW WJIM WHOW yrpo3bl 0€30MacHOCTH
uHpopMaMu W OOECIEYHBAIOIIMX B JAJIbHEUIIEM JOCTAaTOYHBIM YPOBEHb 3aIIMIICHHOCTH
nHpopmannonHbix cucreM ['bOY mikona Ne 555 «benoropbey.

YnpasieHue HHIMIeHTaMH HHGOPMALMOHHOI 0€30aCHOCTH

s o6ecnieuenust 3¢ (PEKTUBHOTO pa3penieHUs HHIIUISHTOB HH()OPMAITMOHHOM 0€3011aCHOCTH
B ['BOY mikona Ne 555 «benoropse», MUHUMHU3alUY NTOTEPh U YMEHBILIEHUS PUCKA BOSHUKHOBEHHUS
HOBTOPHBIX MHIMJIEHTOB JOJDKHO OCYILECTBIIATHCS YNpPaBJIEHUE MHIMJIEHTaMU HH(OPMALMOHHON
0e30MacHOCTH.

Jns yrpaBiieHUs MHUUZACHTAMH HH()OpPMAIMOHHONW 0e30MacHOCTH JI0JDKHA OBITh CO3/aHa
cily’k0a MOHMTOPUHIA M PearMpoBaHUsl HA MHUIUAECHTHl MH(MOPMALMOHHON 6€3011aCHOCTH, KOTOpas
MOCPEJCTBOM KOMIUIEKCA CPEICTB M MEPONpPHUATUH A cOopa W KOHCONMMIAIMU WH(POpMAIUU
00 MHIMJEHTAaX pellaeT JaHHYI0 3ajady. B OTHOWIEHMM KaXIO0ro HpOM30LIEINIEr0 MHLIMICHTA
pabOTHUKaMU U3 CIOyXObl MOHUTOPMHTA M pEarupoBaHUs Ha WHIMICHTHl HH()OPMALMOHHOM
0€30I1aCHOCTH JIOJKEH BBIMOIHATHCS €ro aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
HAa JIaHHbIN HHIUCHT.

Ayaut cucremMbl odecnievyeHUusi MHPOPMALTMOHHOM 0e30I1aCHOCTH

B mensix omenkm Tekymero ypoBHs uH(popmarmonHoi 6e3omacHocti ['BOY mxoma Ne 555
«benoropse» Ha peryspHOil OCHOBE JOJKEH TPOBOIUTHCS ayAUT UH(DOPMAIIMOHHON 6€3011aCHOCTH.

BuyTpeHnHue ayauThl JOJKHBI BBITOMHATHCSA padoTHHKaMu ['BOY mikona Ne 555 «benoropsey.
B umcno 3amau, pemaeMbIX MNpU  [POBEACHUM BHYTPEHHHMX ayJUTOB HMH(DOPMALMOHHON
0€30I1aCHOCTH, BXOJAT:

cOOp M aHaJIUW3 UCXOJHBIX JAHHBIX 00 OpPraHM3alMOHHOW M (DYHKIMOHAJIBLHOW CTPYKType
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUISl OLIEHKU COCTOSIHUSI CUCTEMBI 3alllUThl HH(pOpMaLuy;

AQHAIN3 YTBEP)KICHHBIX OPTraHU3allMOHHO-PACIOPSAUTEIBHBIX JIOKYMEHTOB IO 3allluTe
UHPOPMALIUK HA TIPEAMET UX MOJTHOTH U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIAINI
1o UX J0paboTKe WK Pa3pabOoTKH HOBBIX;

o0ocHOBaHME (UHAHCOBOM 3((PEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEJICTB 3aIMUTHI
uH(popMaIuy,

IIPOBEPKa NMPaBUILHOCTH BHIOOPA M HACTPOMKU CPEJICTB 3alUThl HHPOpMAIH, GOPMUPOBAHKE
NPEUIOKEHUH M0 MCHOJIb30BAHUIO UMEIOIIUXCS CPEACTB 3aIUUTHl UHPOPMALMU /IS MOBBILICHUS
YpOBHsI HAA&KHOCTU U Oe30nacHOCTH nH(popmarmoHHbIx cucteM [ BOY mikona Ne 555 «benmoropney;

aHaJM3 OTYETOB M0 MPOM3OMIEAIIMM HHIMJCHTAaM HH(POPMALMOHHON 0e30macHOCTH
U TIPUHATHIM MEpaMm 110 UX pa3peleHuIo.

IToBbIICHHE 0CBEIOMICHHOCTH PA0OTHHKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO MPOTHBOJEHCTBUS yrpo3aMm 0e30MacHOCTU
uHpopmanuu, ucxoaaumm ot padbotHukoB ['BOY mikona Ne 555 «benoropbe» 10MKHA TOCTOSHHO
MOBBILIATHCS
UX OCBEJJOMJICHHOCTb B O0JIACTH 3aILUTHI MH()OPMAIIHH.

[ToBbimenne ocBegoMieHHOCTH paboTHukoB ['BOY mkoma Ne 555 «bemoropoe»
OCYILIECTBIISETCS:

no cymecteyromuM B [BOY mkoma Ne 555  «bemoropee» oOpraHu3alimOHHO-
pacrnopsiAUTENbHBIM JOKYMEHTAM;

no npumeHsiemMbiM B ' BOY mikomna Ne 555 «benoropse» Mepam 3amuThl HHpOpManuu;

10 IPAaBUIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3aIUTHI HH(POPMALIUH.

7  3AK/IIOYEHHUE

[Ipn wm3MeHEeHWM MEUCTBYIONIETO 3aKOHOAaTeNbcTBAa Poccuiickoit denepamuu B 00JIacTH
3alIUTH HH(POPMAIINH, a TAKKE OPraHU3alMOHHO-PACTIOPAIUTENbHBIX JoKyMeHTOB [ BOY mikona Ne
555 «benoropse» Hactosdmas IloauThka W M3MEHEHUs] K HEW NPUMEHSIOTCS B YacTH, HeE
MPOTUBOpEYAIIC BHOBb MPUHATHIM 3aKOHOAATEIbHHIM M MHBIM HOPMATHBHBIM aKTaM, a TaKXKe
BHYTpeHHUM JokyMeHTaM ['bOY mikona Ne 555 «benoropee».



Bce TpeOoBaHMs, yCTaHOBJICHHBIC JCHCTBYIOIIMM 3aKOHOJATEILCTBOM Poccuiickoi
®denepannu, MOA3aKOHHBIMU aKTaMHU U IOTOBOPHBIMH OTHOILIEHUSIMHU, a Takxke noaxoq 'bOY mkona
No 555 «benoropbe» kK 00€CIEUEHHUIO COOTBETCTBHSI STUM TPEeOOBAHUSM JOJDKHBI OBITh SIBHBIM
00pa3zoM ompeeseHbl, TOKYMEHTUPOBAHBI U MOJJICPKUBATHCS B aKTYaJIbHOM COCTOSIHUU.

I'bOY mikona Ne 555 «benoropse» B IpUOPUTETHOM HAMPABICHUU JIOJKEH PACCMATPUBATHCS

nepexoj,
a IpOrpaMMHOr0 00ecreYeHne OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIOYEHHOTO B €UHBIN peecTp
POCCHUHCKHX TIPOTpaMM IS SJICKTPOHHBIX BBIYMCIMTEIBHBIX MAIIMH U 0a3 JaHHBIX. B ToMm uucie
[0 YacTU CEPBEPHOr0, KOMMYTAIMOHHOIO OOOpYIOBaHUS M IMPOrPAMMHO-AINIAPATHBIX CPENCTB,
BKJIIOUECHHBIX B ENMHBIN peecTp pOCCUIUCKON PaarO03JIEKTPOHHON TPOTYKIIUH.

[lepecMoTp ¥ BHeceHME UW3MEHEHUH B HacTosmyro llomuTuky ocymiecTBistoTCA
Ha NEePUOJINYECKON U BHEILJIAHOBOI OCHOBE.



8 CHHUCOK UCITOJIb30BAHHbBIX UCTOYHHUKOB

1 ®enepanbueblii 3akon ot 27.07.2006 Ne 149-03 «O6 uHdpopmanuu, WHPOPMALMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE UHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37eKTPOHHOM MOATHUCH.

3 Ilocranonenue IlpaButennctBa Poccuiickoit denpepanuu ot 16.04.2012 Ne 313
«O0 ytBepxaeHuu [lonoxxkeHus o TUIEH3UPOBAHUU JESATEIBHOCTH MO pa3paboTKe, MPOU3BOICTBY,
pacrpoCcTpaHeHUI0 MHU(GPOBATBHBIX (KPUITOTpaQUUECKUX) CPEICTB, MHPOPMALMOHHBIX CHUCTEM
U TEJICKOMMYHHMKAIMOHHBIX CHCTEM, 3alllUIICHHBIX C KCIOJb30BAHHUEM MIHU(POBATBHBIX
(kpunTorpadMUecKux) CpPeACTB, BBIIOIHEHUIO padoT, OKa3aHHIO YCIYT B OOJIACTH MIU(POBAHUS
uH(popMaIy, TEXHHYECKOMY OOCITY)XKMBaHUIO MHU(POBAILHBIX (KpUNTOrpauUecKux) CpeiCTB,
WH(OPMAIIMOHHBIX CHCTEM U TEJIEKOMMYHHKAIMOHHBIX CHUCTEM, 3alIMIIEHHBIX C MUCTOJIh30BAHUEM
MUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 MCKIIOYCHHEM CiIydas, €ClId TEXHHYECKOE
oOcinyxuBaHue MUGPOBATBHBIX (KpUNTOTpahUUIECKUX) CpPEACTB, HWH(OPMAIMOHHBIX CHCTEM
U TEJIEKOMMYHHMKAI[MOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJIb30BAHUEM IMU(GPOBATBHBIX
(kpunTorpadMUecKnux) CPEINCTB, OCYIIECTBISETCS i  oOecreueHus: COOCTBEHHBIX —HYX[
IOPUAMYECKOTO JIULA WIH WHAUBUAYAIBHOTO IPEITPUHUMATEI )».

4  Tlocranonenue IlpaBurennctBa Poccuiickoii ®emeparmu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHUM TpeOOBaHMW K 3allUTe IMEPCOHANbHBIX JAaHHBIX MpPH HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMaX IMePCOHATBHBIX JAHHBIX).

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opraHu3anuu u o0ecTiedeHnn 0e30MacHOCTH XpaHeHus, 00pabOTKH | Iepe1auu 1o KaHallaM CBSI3H
C UCIOJB30BaHUEM CPEICTB KpUITOrpapuueckord 3amuThl HHPOpPMALMM C OTPaHUYCHHBIM
JOCTYIIOM, HE COJIEpIKAIlel CBEICHHIA, COCTABIISIONINX TOCY/IapCTBEHHYIO TAaltHY».

6 Ilpukaz OCBHb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu IlonoxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IHPPOBATBHBIX (KPUITOTPaPHUECKUX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkIeHUU TpeOOBaHUI O 3aIiuTe
nHbOpMalIMK, HE COCTABISIONICH TOCYIapCTBEHHYIO TaifHy, COJep alleiics B TOCYIapCTBEHHBIX
WH(POPMAIMOHHBIX CUCTEMaX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPTaHU3AIMOHHBIX U TEXHUYECKUX Mep M0 00eCTIeYeHHIO 0€30IMacHOCTH MEPCOHANBHBIX TaHHBIX PU
ux o0paboTke B MHGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep 0 00ecTIiedeHn 0 0€30IaCHOCTH MTEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAHUEM CPEICTB
KpunTorpadguueckoit 3amuTel WHGOPMANNUK, HEOOXOIUMBIX IS BBITIOJHEHUS YCTAHOBJICHHBIX
[TpaButenscTBOM Poccuiickoii ®enepanuu TpeOoBaHWIT K 3alIUTe MEPCOHATBHBIX JJTaHHBIX
JUISL KQKAO0T0 U3 YPOBHEU 3alIUILIEHHOCTH.

10 TOCT P 51624-2000 «3amwura wuHPOpPMAIIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIMIIEHHOM HcnoigHeHnu. O01mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [TpaBriia BKIFOUCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta wuHopMarmu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3K 27001-2006 «1upopmarmionHas TexHOJIOTUS. MEeTOJbI U CpeAcTBa
6e3omacHocTH. CuCTeMbl MEeHeKMEeHTa HH(opMamonHoi 6e3onacHocTu. TpeGoBaHUs».

14 TOCT P 50922-2006 «3amura nadpopmannu. OCHOBHBIE TEPMUHBI U OIIPE/ICTICHUSI.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHbopMaTH3anuu. PakTOpHI,
BO3JIeHCTBYIOIMME Ha HHPpopManuio. OOIIHe MOI0KEHUS».

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHpopmManmoHHast TEXHOJOTHA. MeTosl
U cpencTBa obecrieueHus: 6e3omacHocT. Yacte 5. PykoBoICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CeTH».

17 TOCT P HCO/TO 13569-2007 «DduHaHCOBBIE  yCIyrH. PeKoMeHmanuu
10 MHGOPMAIIMOHHON 0€30MaCHOCTH.



18 T'OCT P UCO/MBK 27005-2010 «MubopmarimorHHass TeXHOIOTHA. MeTOIbl U CpecTBa
obecrnieueHus 6€30macHOCTH. MEHeKMEHT prcKka HHPOPMAITMOHHOW 0€30IacHOCTH.

19 TOCT P UCO/MBK 27004-2021 «MudopmarmorHas TEXHOJIOTHA. MeTOIbl U CpeCcTBa
obecrieueHus 6e3onmacHOCTH. MeHeDKMEHT HH(POPMAIIMOHHOM 0€30MaCHOCTH. MOHHUTOPHUHT, OIICHKA
3alUIIEHHOCTH, aHAJN3 1 OLICHUBAHHUE.

20 T'OCT P 51897-2021 «MenemxmeHT pucka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wundopmanuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus MH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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